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T. BusH3> 7 ->-ycDt9iEBg^fb3>x>>yy J -^*^ 

mmm i o ] Bg^ft3 yy- -yy r-$t mumm t 

tv 

MlS^-Jr^x^ieH^^-r-feyxiESXx^ y,!: 



3 

■< -b *f atrr * 9 -f -b >XfB«X r- -y y fc . 

-r -t ^xtetggptciBM^ nt v 5 f -t >x *v 
*ft*»fct)^WJSt*WSxfy y fc. 

#-r3«^x-r-y7 p fc, 

-r3HtfJXx>y:/fc. ^nvifi-^lcUff^-^^^D 
Co 0 0 1] 

[0002] 

[0 0 0 3] C<D£5%;i'7.7 L L>T*lZ, ^^(Ctt, 1 
a— W^VxVy SISALS: <&3fci>x n>-r>'y 

[0 0 0 43 %CT\ mm-£tiZzi>7-i/yiiB%mtV 

Tfet, ^(Ozil/y-l/y^mt ^fc&O^-bVX^ 

sujfc«ff t, eg^ft? nfc s vr^y ic^-r * 9 -r -b 

<fc ? tc-T 3 <fc ? fc L fc ->X f- £ o 
[0 0 0 5] dcOidfC-r^dtTnVx^^^rgSfC 

£>cfc#T*f?£o 

[0 0 0 6] 

T*fr 5 3 >r >y **rfcteffi** £ c #§t Lfro fc„ 
[0 0 0 7] #5£W±c©±-5fc#ft{cffi#T&£*ifc 
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4 

srr ^ c t *<t- £ * <t $ ic-r 5 1 ©T'fe 5 o 

[0 0 0 8] 

HBte. ^{fc^Vx^yx-^fclilStiflBfcfc^tfa 

^y*fBtrr*n>-r>>yfE«#&fc, mmx-z^ny 

^ty^^VXSrSffiTr^^-bVXSffi^mfc, ffl 
^>X!B«giUciB«£nT^;s>^-b>X*V fijiBn 

> 7- z/y <ommm&m $8^ -< -t vx <d m&gkftit 

<DiitfBBg^{fc3^7^yx-*%&^t-3S-WSfc, 

r*Hirt^«i: *W*fc-r«o 
[0 0 0 9] SuIB^vf-v^ti. MicffffB^VT-vyf* 

[0010] mzm&mmit, R&mEtm&mvmfr 

[0 0 11] WCHtt*l»iUa-H6a, 7-twX 
h> UU-XB. aVr-^ySEfr*, ~»>;K ^^X 
^'J^aX * fc « l^-^;l/fc B8-T 3 1t$fi(c <i: t) 

[0012] tfriBMit^miStt^g, sttfii, atf« 
S^iDi^ fc-Sfr 6 «Bg-r « C fc *^T- ^ ^ c 

30 [0 0 13] *fgH^<D^2 0lt^5aS|Se«, 

**«f 7 >f -b >x *- SfciiSiJ-r ^^tVXI D^r^tr 

-r■t>'Xlofc«^cI3tt•rsfBtt¥©fc^ fiiiB^-r-tr^x 
S*tc-& $ n « bu IB =7 -< -b > x I Dfc WJS-T § «5IB 9 -f -fe 
VX^IXUiitfUCiji^efcs MIB^-r-bVXtclt^F 

=7 -< -fe >X «r^-T ^5 fc 5 C fc fc 

40 [0 0 1 4] «H2JRt)ii#^ah:J:-3T«lDiiS 
nfc -7 -Y -b >x fcffi* I D^ira-T 5 ^ f -b vxfflifg 
^riiASilfc^T'^^o 
[0 0 1 5] *SIB^<Dm3 01f^5aa^gti N fl»ft3 

>f >»y x- ^ fc Sttffi ^3fc *dtra >x W*K1tf 
^IBH^gfc. 3>"rV^^-M(i:^SiJ-rS3>'T->' , >' 
ID^r-g-tf^V-rV^S^S^f-r^Se^lSfc, 3>x 

50 >y«r3pJffl-r*!S»c5-l'-t>XOJIHt*ff«:»fe-r*»5 



[ooi6] *s%vtommmsmtt. mmt^>7-> 
vt-* t mum mt 3 y 

ft If mz §ST Z0kftZ&m L fcJHtt*fr***7 -f -fe > 

COO 1 7] W^yn^Aa, ^f t 3>T>7 

S*««tJ-*«fix fv ^ IOBPtt«Wi|«E 3 
•7AT'&§ 0 

[0 0 1 8] *«US©^D^A ttJfl « #te|ftw ^ nT 

£, StHBa>x>y^iBtiT«a>x>y|3ttX7- y y 

>XSfXr^t, WIB^f -tVX^fEtg-TS^^-t 
V7Kfix T7 y^ Mfg7Y-tr>X|2tggl5{cfEtg?n 
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[0 0 1 9] 

^««^XxA©m^LT^ 0 >r>*-*.;> j. 
2fclt» *W7>M-l. !- 2 (jlxT. cn^O 

tlZ> 0 

CO 0 2 0] *fc % -f^-*yh2fctt, *^7> 

3, 3> T >7it-M3iii^n3>f>^afflt 
co 02 1] cneoa^Tyn-;^, 5-r4>x 

r- 2 fcg^ft^ 
CO 0 2 2] @2ttJr^7VM<Di^ gLn , 

CO 0 2 3] B2fcfe^ T% CPU (Central Processing 
Unit) 2 1 tt. ROM (Read Only Memory) 2 2 fCsE«£ 
tlT^S^n^A SfcJ4E«aJ2 8fr6W«| (Rando 
m Access Memory) 2 3 fCD- KSnfc^P^AfCft 

frt\ i^H»**cro2 i »c«lM-* 0 ram 2 3fai$ 

fc. CPU2 1 ««0«a*||tT^*±fcJ S ^ TjMW . 

CO 0 2 4] Bt^{ttt^S152 4 3>f>7f-^ 
*9<W 5 fete, RteW4Wt*tlTV*3^>y 

ATRAC (Adaptive Transform Acoustic Coding) 

^**»***y4 4IC«*U E«*4** 0 fcs^tt 
3— r-y^gg2 5tt. K7^73 0^Lt¥* 

C0 0 2 5] ^^^U4 4ti, ^, JXf 

-fy* (»«) *t*te«kt?#|^?n*. 

CO 0 2 6] CPU 2 K R0M2 2, RAM 2 3 , B&^fb®^ 

[0 0 2 7] Atli7J^^7x-X3 2(C(i, 

^f^*^±5ft*A*»2 6, CRT, LCD*2«tt) 

2 7, ^-Kf*-fX**SJ:D*J«?*i*IBttBIJ2 8, 



7 

CO 0 2 8] Affi^-O^x— X3 2fCliSfCx i&g 

[0 0 2 9] &}3, 07rUi*B8-t3*V 3>f>n- 

[0 0 3 0] 03O7n-f-v-h?:#iLT« 

[0 0 3 1] A— A*W2 6*»ff-r*CtT?3 
/^3tc3tr«7^-feXJ&!i^5i:, CPU 
2 1 tt % iH§gB2 9tMRU h 2*:frL 

T3Vf> , )'f- /<3tC7 , ^-bX^-»S 0 XT7 7"S2 
fCfc^T, 3.-*f*V A*a52 6^j*f^LT, 
(JSnyfvy^tSi:, CPU 2 l tt, c<D*§5t« 
ifi»2 9 4>6, -f h 2^T3> 

»-r?. 0 04 <D7u—?*—h%mmL,Tm&?z>£ : ? 

3fCfcVT> CPU 2 Hi> JH§gB2 9^LT, l<D3 
*<Olg^{fc£nT^3:3Vx^x-**fBt&a5 2 8^ 
[0 0 3 2] ^K, i4<D7D-^-h?:#iU, 

[0 0 3 3] XfyfS 2 1 fCfcl^T, 3>f>"W- 
/^3©CPU2 1«. *v h 2*>ea«SP2 93: 

TJlftl L T * fete $8 T* fe S o 
[o o 3 4] xf-y^s 2 3ic:fc(^T, nvfyyt- 

^3«DCPU2 1 Its ISttgP2 8(ClBtt$tlTV^i.=i>'x 

nfc««-ejBS?nfc3V7->'y*R»ai-«-o cpu2 i 
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8 

Its ^f'^S 2 4(Cfe^T, IEtt£P2 8*^gS^a? 
iWfcS-SSo 

[0 0 3 5] IB1S952 StcfSlt^nTV^n^xVyx 
3~r-y^g|52 5{C<£»3, BWcATRAC 3 73 Stc 

t, > 3 n v f > *y f*— * *W*fb 2 n * c t (c & 3 „ 
[0 0 3 6] ft*5. t,^5A/, IB«gB2 8l£^«>Bg#{t 

70 So CcDit^lCti, Xf77S 2 4 0»it»StSC 

[0 0 3 7] &fC, 2 StCfcVT, n>-r> 

M 3 ©CPU 2 ll±, Bg^{tLr=3>7">^x-^ 

Lt, Xfy7°S2 6tCfe^ 3yf^7^-^3© 
CPU 2 1 fi, Xf-^S 2 4©J!llT-^{ttft3Vf 

— il«a52 9^e., ^y?-^7h2^LT, 
T^-trXLTtfc^-f'/'Vh 1 tCiMfrrSo 
[0 0 3 8] 0 5(1 ckd^-McLTs ayfyyf- 

vlCs C<DV hits (Header) 
(Data) i:{c«kt)«fiK?nSo 

[0 0 3 9] ^-y^cti, M141f$8 (Attribute List) 

30 ?m&s 4*— 7 W 95— 7X2? Z (EKB (Enabling 
KeyBlock) ) fe«tl>\ EKB£DNK£ffl^Ttt#$!Hi-r -5 C 
ttC.t^TWP.nS;!'- r-^-KRiC J: OBg^ft^n/in 
>T->y*-Kc (KR (Kc) ) OT?ntl/^o 

[0040] m&mmicttm&mstm&m tom^s 
[004 i] m&mB<Qmm%m6iC7rs? 0 cid, rci 

D. CUD, AID, sWDRlfimt^tX^tl^^T-^s 1/3 

U— ^;l/5r— jtfcflSiJ-rS ID-^feS e RelDatetin 
40 >7->V<DVV-7>B*m-?o ■V7X'!?V7i>'3>mt 

'<m&%*}77.>7V 7is a >5"f : tyxicm^£>n%fM 
[oo4 2]uRLti, a^T-y^^mm-t^rztbsV^-f 

K>s m\<0*s?s ; rL><DWr&s m#&)lcits v^-tr^X^r 

So 

[0 0 4 3] 7*-*Mu ffificO^OBg^ft^-a-y ^7 (En 
cryption block) lc£ Ktm&ZtxZo &B%mt7ay? 
50 its h;\> (IV (Initial Vector) ) , i/ 



-5- 



— F (Seed) s fe<t[;3Vf>7f-^^-K'cT-ag 
mtLfcr- ■$>£*' c(data)fc«tt3^JtiT^5 0 
C00 4 4] *-K'ctt, *SCteJ:»>*«ti«J:5lc, 

C0 0 4 5] K'c=Hash(Kc.Seed) 
[0 0 4 6] i/*;V*t?hMVti'— FSeedtt, & 

[0 0 4 7] tOWfctt, 3>^>>ycDx-^^8^ 

fflLTfrbn^CBC (Cypher Block Chaning) Ft* 
J004 8] CBMS-K©*^ ««<D8/Wh©n> 

[0 0 4 9] HOCBC*~Kte«k«B8^{b*S5 51i: 

[0 0 5 0] fcfe, COB^ffcfc-o^Tfci:, 01 4 £01 
[0 0 5 l] JW±oJ:5fe:LT, ^-f7>Hli, n 

[0 0 5 2] LfrL**»6, ^7VH(1, 

[0 0 5 3] 5^-b>x^r|Xff-r^lS(c{i s *^7> 

*5<o t-t*Xf-^t«f;WX/-F4:- (dnk) 

[0 0 5 4] H7te7-f-t^o*|«*j5tr o 5-T-fe> 



(6) #W2 0 0 3 - 1 7 4 4 4 3 

[0 0 5 5] tTFfc, 3>r>yjcd*n*HttflWB x 

[0 0 5 6] 3Vx>yc1©«ttlJMBfcJ4 x ^i,fc 

el: cid = {1}, aid = {0, 1}, reldate = 2000*P11£1 
OB 

JO [0 0 5 7] Ctlii, SV^/yiDttl, 7-f^XH 
D«0:te«fctf1 (sp^ % 0#©7-rwX^fclScD7-x 
^ l> °^)» '- |, > , -XS(±2000^11^10BT*fe^i: 

[0 0 5 8] pg«»c, n>-^^>yc2, c3, c4©Jgttff$g 

c2: cid = {2}, aid = {0}, reldate = 2000^12^206 
c3: cid = {3}, aid = {0}, reldate = 2001*P3^1B 
c4: cid= {4}, aid = {0}, reldate = 2001^10/521 B 

20 ftTi,">3 0 

11: cid 3 1 v cid 3 2 

[0 0 5 9] CfttcJ;^ fUffl*r1{±3>x>yc1i:c2 

[0 0 6 0] 7-r-fe>Xl2<DS14^#a N *OJ:5teE 

12: aid 3 0 A (2001^1^13 < reldate < 2001^12 
^31B) 

[0 0 6 1] chli. 2001^fc'J'J-X^tlfcOScD7 
•l'-fe>'Xl2tt3>7 i >yc3tc4te^-r«, CO^ 

c5: cid = {5}, aid = {0}, reldate = {2001*^12^1 
B} 

[0 0 6 2] Ci?)3yf>75'3>f>7t-^3<)^ 

[0 0 6 3] ctifeonv-f^yoE*^ EftVII* 
*««ffcte^hJEkLT3>r->yc1. c2, c5*fi*-& 

13: cid 3 1 V cid 3 2 V cid 3 5 
[0 0 6 4] CcDi^fcLT, E*»*.MGi^©3> 
50 7->y Stt^to^feWfflflitSJltegfiBWf^ f * c 
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^O^^VX^frTSiLhT-, 1990^~1999*£<D 
[006 5] $fc, 7-^Xh*MttLfc*tt*tt* 

[0 0 6 6] $fc. The Al fee Best (fiFflxJf 3Vf>9 
[0 0 6 7] #tC N ^7X^';7"i/a V • 

-< -t >x ^g-r 5 09 o 

[0 0 6 8] 5-f-b>'XI40JKtt©*ft%, #©<fc?{c 
Sits. 

14: cid 3 3 V cid 3 4 V sid 3 1 

[0 0 6 9] C<D^-fe>XI4%^jtLTI^5£'7-'r7' 

c4A^JfflRTHgT-fe?,o frWfcUT3fcOJ:da:Btt 
1f$S*#o fc n >xv>y c6 1 c7tf fg^nfc i: -T S 0 
c6: cid = {6}, sid = {1} 
c7: cid = {7}, sid = {1} 
[0 0 7 0] C<D*§^\ ^-feVXU^oTVS*^ 
t'TVhni, frfcfc^-fe^X^ffltA-r 
a^x> > yc6fcc7^fiJ«-ri.P^T-€5o IrHUKLT, 
/! C'fc fct^X if V ~fis 3 > I Dtcl ^r-g-A/fcn y-f>7 

[0 0 7 1] ^<D£o\C, JHtt*ft*«tt3lg x JRtt 

[0072] mnekmcstztizfim^itccicmftb 

[0 0 7 3] 08?:#SLt, ?7^Htf3yf 

[0 0 7 4] XT77S 4 1 fcfel^T, 1 
©CPU 2 1 fi, a— tf#A7agB2 6£$iflrt3;: fcTW 

[0 0 7 5] *LT, CPU 2 1 It, 3>"r>>yiD£:15tf# 
[0 0 7 6] #(Cs Xf7 7"S 4 2fCi§#, CPU 2 1 

^-tr^xav ^^-rrvb tuDKcMsn. rem 
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J2 

3tCjl^ CPU2 1ti, tti73g&2 7*;0LT, f^X 
ITWlc^-i'-feVXcDSWffcfll-r* *y-fe-^£Sjjrr 

[0 0 7 7] Xf77S4 2l:fel/^ ^-f-fe^XtfgJ 

cpu 2 i it, «?»«nT^«7-r-fev^tt*ajw 

OSSftJIIiH^BEfcWTLTt^fcfMSnfe**, CPU 
2 1 ii, 77vfS 4 5fcii&, 9-f*y^3BR*H* 

[0 0 7 8] Xf-^S 4 4 KlfcVT, ^-r-feVXtii: 
£*»HBrtT*fcSfcWJg«nfc«^ Sfcli, 77-; 
ys 4 5»Ci8^Tx 9-r-feVX#KK«tlfc»S, 77 
-y7S4S' {Cjl^s CPU 2 1 It, 3Z/7-l/y<D^v?lC 

n* «?c«&tf "5 -t vx fc-&£ ns ** * 
nose*, m^m^mv^t^mtntzm^, xt7 

ys 4 6tCjt», CPU 2 Hi, B%m&£t\T^2>=i>7 
yyf-?%SfiS2 8*»6tt*fflU RAM 2 
£-&S„ fLT» Xf77S 4 7fC:fel/>T, CPU 2 1 
li, RAM 2 3lCfe«2nfcBg#{fc7n*y*©-r-:JrS\ 
Bl 5 cot — £ tcBEH £ txT <^ 5 S^mty D -y ^JJUftT, 
IWfc«#»2 4lC«fftU «4fa?-£So 

[0 0 7 9] CPU 2 1 li, £5lC s XT77S 4 8 {C*3 
l^T, flH9ff:flPHtf2 4fc.t»?a^^n/cnvx>^y j 
30 — **3— f7^92 5tC«*SU f3-F?«„ 
LT, n— r-y^gf52 5lc«fc Dfn- KStifcx— * 
*, CPU 2 Hi, AtiiTJf ^*7x-X3 2^5.ai738P 
2 7te«»U D/A^&2-e, X£-;*7fr£ai7j£-t± 

So 

[0 08 0] 09~011£:ffl^T7^Y7'>h;V'7-i'-tr 

vx tJ— 4 * £ ^ -< -t ^x^m?#-r s iira^i^-f 

So 

[0 0 8 1] 09ii^7-f'7Vh 1 ©3— 9**<¥OTLfc 
I > ^ y-r $ o T S 7 -< -t > Xlf MS 

40 %SLT^5. 3— tf*V A73SP2 6%^-TS C i:T- 
3 1/ 7 > ^rfiS L ^ W -fe > X -9" — / ^ 4 (C ^ -fe V X U 
XhOS^fg^-TSi:, CPU 2 Hi, 3B£8F2 9%IRI 
I'V^-^y h 2^rfrLT3>T>' x >'-9--^3lc 
fi^^nfc3 yv-i/y <D=i >7>y lO^tr^^-Jr >X 
UX hS^JzHlTSo 7-TtVXf-M4fi7'ft>' 
X«JXhS^^S^l-r-5t, SfiLfc'^'l'-fe^XUXh 

tc-&^ns3>-r>^iDA^ N s^-rs 3 >fvy ^rfU 

XID, 7^-b>X«, fiJfflT-#S3>x>' > >'cD^#, % 
50 ffifiJ^T'tSnVxV^O'JXh, aVfV-yoftffl* 
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[0 0 8 2] *?47>h Ufi^&xy-fUfrz 
^^xyxhfca**-**, CPU 2 1 ttifi^z 

vxfcasw-s^ cpu 2 1 a, mmm2 9«hml s 
few -b^xtD^-r-fe^iDfciijsi^iofrig^oa.-^ 

^^-fyy s i M4^^ ? 

*ft:**LT-fe*a7'a**T?E«W2 Steffi***. 
[0 0 8 3] W±0*3fcLT, rL-^±*5^7;^ 

BS^ftS «fc 3 te LT &(,\, 

CO 0 8 4] &ic y i-!f*««W»3«fcff*«S6LT5 

Wt+ZZtklX-vTnfelr&t. CPU 2 Hi, fflffgg 
W-tr^x y x hg«% 3 >fW-M3{i: 

tt£*2 8*»6«SL, ^•I'-feV'XID^CD^-Y-fevxti: 

W^*1S8*Str^*>xyxh**^7>Mte 

JO 0 8 5] *5-rr>M««5-r-t>X*-/t4fr6 

?'t*>xvxh*ator&t. cpu2 i«, m^ais2 

VX*Ba*-*fc % CPU 2 1 « x jftggz 9%«UWL S 
fe •? 4 -tr > X (D 7 -t > x I D I D t m&m © a — vf 

a-r*. ^i'-b>x-y--^4tt^7^7>M^^fl 



(8) 
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74 



-t^XIDt^iS-r^^^^^x^r^^^T'y h l te&# 

nfc^-Y-b^x^rSM-r^i;^ 5ffiLfc^-trVX£Bt 
«fW-**^LT-fc*a7*«|8TE«»2 8teffi#f 

C0 0 8 6] «±<7U5fCLT, u,^* 
>x*««u TOWSci:*«-Mr* 0 
io [0 0 8 7] *fc % a--»f^ Ll ,^^ t>xo ^^^ 
>X I D*fll^ ^-f -b VX %ff&g« 01 1 ic 

[0 0 8 8] i-if««^-f -fe>xiD*A*»2 
LA^jLT, ifcLl^-i'-feVxo^-f'-fevxiDfcJg^-r 
•5 i: .. CPU 2 ffl««J2 9««!WIU SSL&ifCDfgs 

^^^•b^XIDt^lDtSS^oa.— iflDStf^XV 

^*^*>X*^^ 7 >Mte^-r« 0 ? 7 -f 
TV M «^-f -feVX^-^4 *»6H8fl|«nfc^^*> 

[0 0 8 9] «±^3iat, ^-ifttitBaHteia 

[0 0 9 0] *fe, WebtM hOHTML^r-f 
-;HSte Wfe>X I D^tf^^^vx^-/N*CDURL 

[0 0 9 1] m2<D7a-?<r-hZ®mLT, T-H9 

~@ 1 1 te isif % ^ -< a >xsmm<onmzwm+ « . 

40 CO 0 9 2] iUaf77S 1 0 2»Cfe^ T . CPU 2 

ltt^f -t>xg^»c^n«^-b>xiD, 4s^id 

[0 0 9 3] ^LT, 7^-lr>X-9--/^4cOCPU2 1 

if iDt/^xy- KfcWOTai-tfoaso^^jja 
50 o^otttfji^^ 
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[0 0 9 4] Xx-VT^S 1 0 4 {Cfc^T, -^-tyX^ 

-A40CPU2 ut, m±^—^5i)^co^-m^Mt)\ 

icit, Xfy^S 1 osteite ^-tryxiDtcttJS-T 
S^^yx^x-^-xa^IBDfcHU ^-Y-feyx 

[0 0 9 5] fLT, 1 0 7fCjt^ 

yx-y--^4<DCPU2 1 It, ; t<OiQ3i\0bn?W% s tm 

tut£tifc^-f-t^x^mm^2 9*>e,-rv^-^.>y h z 

[0 0 9 6] Xf-y^S 1 OSfcfcl^T^-f-feVXU— 
^4<DCPU2 lti. 1 0 7<D$a3It\ 

dLfc^^-fe^X^rXT-yyS 1 0 2(DmmTm*)^ 
tlfc=i— *flD£:-KX<7— KfC^fSbT. IHlta52 8tCfE 
Xr-y^S 1 0 9!cfel,^ CPU 2 

i t*s m&i&m*nfi?%o mfttsiat, cpu2 1 

te*t**«&«3!*!lfT-r*o ±5ELfc COS 
[0097] -r&fc-s, CCDJg^ca, ig£lf—M 5 

e. 9 -f -b ^^ow#* r * JB-mm&imiazti 

T<%<DV, Xf-^S 1 0 4fr<bXTy-7S 1 1 0 K 
it*, CPU 2 1 It, x9-«Hl*l6fT"r*o JWMSfc: 
ti, ^-f-t>X'9--^4 0CPU2 Hi, a«gP2 9^fiJ 

[0 0 9 8] C ±^Lfc<t 5tC, ^(Dt^-IT 

[0 0 9 9] 5fclc» 013*ffl^T^-feyXtf*!Jfflnr 
fig&n y^y^On >r yy x-* *3KfW £»£8K 

[0 10 0] :i-*ftfAX7gP2 6*ltffL, ^f-fe^X 

^s^-r^t. cpua, iameP2 9*»jwu -o^— 

-l'-fcyx<9v-i'-tryxiD£:^tf n yf>')"J X hg^^r 
j2f«-f3o 7 t >X t-M 4 3 y r y 7 'J X 

**«-r*fc, 3Vfy7'jxnst$sn57^t 

yXID*I$9fct|-fo ^-feyx**— /<4«7l'-feyXID 
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76 

£: Lt7'('t>Xf-^'<-Xfre., Kiif-rs? 

ayr-yyiD, ayf^y^yo- K-T -5 fc«>©UR 

=i>^yymn^ts, nyfy^jxh^^^jy 
h i iz&m-tZo 

[0 10 1] 2^-f7yh lttajASPfcftUWl/CriVT- 

y*y y x h *s«-r s £ n yx yy u x h tcfrs 

ay-fy-ySrS^-f ^7^7ynii3yfyy 
cDURL{ct¥oT. 3yfyy»i--Mf:3yfy')'S^ 
3Vfyy^- /^3tciHM-r3o nvfyy^-^aa 
y-f-y-yg^^rSffr^i:, nvf-y^S^tc-g-sn-g. 
nyfyyio^'D^yfyy^^^-i'Tyh l tciMe 
n» ^7^7yntt3yfy7t-M3*^3yf 

yy^Sftsi:, §«Lfcri y-xyy ^fEISSP 2 8 ic 
20 [0 10 2] J-^UKDidlcLT^ 3.— *fl±^-f"-feyXU: 

t-^3^e»i'7^7y|-ff)y'>yD-KJ^i:ttf 

[0 10 3] 014&, ^D-H^^Xh^y^'jyy 
ay (Broadcast Encryption) £ N 3r— CDBSl73^k:SK 

4fc^^n«ct3tc, *-it, mmw-mmtzti, 

iTSO'J-7 (leaf) W(Df;WX{C»l£t«c 
01 4 <D#I<Dii§-S\ #-^0A^#^ 1 5^-eOl 6{iO 

30 ^wx^jS-rs^-A^fiK^n^o 

[0 10 4] @4"^l91T*^^n3^y— Ktc 

— K0, Klft', segOy-HfC^LT^— K0 0 
71MK1 lt)\ m4mU<DS-VlCttfclsT3r— K0 0 

07}S*-ki i i*v ^n?nM?nti^c 

T. «TS^y-Ki:LTOU-7 (f/WX/-F) 
(C, ^-KOOOOTiMK 1 1 1 1 1\ ^n^ftttfS? 

40 [oio 5] BMMiaafcsnT^*fc«>s ^~ 

K 0 0 1 0 i:^— 0 0 11 <D±&(D3r— It, KOOlt 
^ ^-KOOOt^-KOOlOlfiO^-S, K 
0 0t?nt^5, JMTHIitex +-K00t+-K0 
l<D±tiL<D*— It, KOtttl, 3— K Ofc^-K 1 © 

[0 10 6] ny-ryy^fiJffl-r-Sfc&fcffli,^*- 
lTSof;WX/-K (U-7) frZ, i±go 

-T?««*n*o {«J^^ if303yfy7%fijfflt 

50 *-K00 1 1, K00 1, K0 0, K0, 
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17 

k r e*Wt*ti*. 

COM) 7] *»*§©**^Ate*^Ttt, ffHAtf. 0 
15{C^tl-5J:-5{C, 8X 2 4 X 3 2©oy-Kic^ 

[0 10 8] 015CD0!|T-« S ;l/-hy-K^e,8gg 

So CWCJ:!?, *tJl 6^^f (=224=151 6 0S) O 

©3 2©OPg^{Cj;t) v *S4*# (=2 32=**, 4 0£) 

-K(C«JS-TS^-A\ DNK (Device Node Key) 

C0 10 9] 6 4 (=8 + 2 4+3 

2 ) KT«?tl5;U©ft<0 i ofc*fJS£ 

to 1 l 0] *^7^M«, ^-exx-^fciea 

seisms e k b rt»cfH3?nT^^itjficD±{acD|igM 

_C0 1 1 l] *^7>r- 1 im±<DEKB<D'&^Mm* 
fT-pfc^f#e>n3KR;&ffi^T, KRfcj^TBg^fffc^ftT 

Co i i 2] *»Wte*»t4*-tt, 014*5,}; 
Hi 5 J; 5 &7D- k-^^x h*>*V7 

Co i 1 3 ] «fc % *»m*«affl?n*^5f 7>h 

14, ^bfti^-yt;^^!;,-^^ PDA (Per 
sonal Digital Assistants) , ft?tft|g* y-A4S* 
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[0 114] -ao«131*y7M>X7te«t»)||fTSH* 

CO 1 1 5] C©E»«flcH\ H2tejR*\fc$fc x SB 

1 (7nyK5VX*«Mfl . ^X^4 2 (CD-R 
0M(Compact Disk-Read On I yMemory) , DVD (Digital Versa 
tile Disk)***) , M«f^^3 (MD (Mini 
-Disk) **tr) , tt<ii^^ tlJ 4 4ftif<fct , 

7o*VA#fE«^ttT^3R0M2 2-¥\ IEHSB2 
CO 1 1 6] ^ *ffl|ffc^T, IE^«#fc|S^ 

^fT$ n -5 toiler fc ^tr fe CD § 0 
CO l l 7] *fJHB»tefev%T, ->xfAili 

■So 

[0 118] 

teU ^*>Xte*tt*fl:*.i^tr J: 5 tcu 3>f 



50 



40 



50 



tan *«w*jifflufc3> 

[02] HlO?7-r7VKOi«^t7D^H? 
[03] Bl 0*5-rr>h03Vf >y©^^ D _ 

[04] ii <03>f>>n-A*o3^f y^iwi 

[0 5] x-*7*- 7, hO«*w-rH7?** 0 

[0 6] «S*B©«j|*iMW-*H-eS* 0 

[0 7] 7-Y-b>XcO«fig^-r0T'fe« o 

[0 8] ^7-r7>hOS^aa%K^ 47n _^ + 
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19 

[09] 7^-byXB!#)ai5:IKW§7D-f t- b 

[011] 9^-b>^5l»ffl3S*Wl»r*7D-^-v- 
[01 2] 9^-fe^«J»«WlO»IB*BMB-r*7n- 

[01 3] az/?-z/y7-***m-rzmm%ismrz 

[014] *H7*«*. 



20 



[015] *-©«iat9-i'-fe>^<DBB«*Kwr<Ma 

[016] -'^^^■fevx^Sas^Si 

1-1, 1-2 ^=7^T"yY, 
K 3 nz/y-Z/yy—^, 
>i. 5 2 0 

2 4 Bg^ttg^SP, 2 5 



2 

4 ^-r-tvx-y-— 

2 1 CPU, 

3— 7*V*». 2 6 



«gB 



2 7 artSP, 2 8 gEtt ffi, 2 9 3 



[01] 



[03] 




x»-h y 



7f 



re 



















SI 



52 



S3 



S4 



CH2] 



S3 



20 



^^7 



21 



CPU 



22 



ROM 



23 



RAM 



I 



24 



26 



T 



25 
S 



s 

27 



28 



S 

29 



02 



I 



32 



r 



30 



(£)(2)(o)dl 

41 42 43 44 

fit *£ » ¥ 

« 7* i s 

•f * 7= > 

* * -r *e 

* 5 „ 



[0 7] 
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[04] 



[05] 




7 



_^ . ^ _ \ a 



I 



S22 



S23 



S24 



Header 



Data 



Attribute List Signature 




CID 



A 



EKB 



Kr(Kc)| 



Codec,etc...| | Usage rules/status 



URL 



CBC mode 
to=Hash(Kc,Seed) 



S25 



H5 



04 



[0 6] 



S26 



B6 



[08] 



S41 



v. aag-h > 



S42 



I 



S44 



B6 U 



MMIB 


aw 


CID 


=3>x>U/ID 


RCID 


U=J~F£<*tID 


CUD 




AID 


7— ID 


RefDate 




GID 


^i»>;HD 


LID 


U— "*/HD 


SID 


^x^y^i/3>iD 


URL 


5 -r-tz /t cd url 



< 




S46 



S47 



S48 



S49 



I 



Yes 



To 



S50 



H8 
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[093 



nai o] 



SSL Santa 



^j£>Agawg«ip,»ip.uiP>pw) : 



699 



SSL Session 



H10 



[011] 



[0 12] 



B11 



T 



a— fid. ytx«7-HS 



i 



S102 



S103 



< ggOKfr? ^> tEr^ X^-fcg 
S105 



S110 



i 



I ^>f1z>>C€3SeT* |S107 

' — I — 



^rt^**. i-tf ID 



i 



S108 



S109 



112 



-13- 



(14) 



1*IH[ 2 003-174443 



imi 3] 



<*«f-fc>*ID> 



1 =ttrr>y | 



[m i s] 

MG-R Entity 



T-system 



DNK 




8 



24 



32 



S13 



[01 4] 



KR 
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ffifflB) ¥«1 5^3M1 3B (2 0 0 3. 3. 1 

3) 

C#»»jE 1 ] 

m B 3 > x v y *l Etrr .* 3 v y Ett^S k x 
§«#gk, 

MIB^ -tr ^riatS-T 5 5 -1* -b :/xiB«¥S k » 
Mo 

f 1 — *Z®^?%rcl6<0=i>TZ/y3r—ZgtSLLtZft 



x*y^j/s>, s ft ti u — <;wc iflf £ flffl fe-grtr c 
k*wfRk-r*«isc«.i teiawoflWiBaasEBo 
[«*«5j mtmn&mim&mB. mum. s.r>* 

iagfoffl^fetfr g) ft 3 e k*«N»k-r*WS»« l 

jcjEnoimuoaiBB. 

#©k. 

7 W -fe > X * 9 W -fe > X I D k A (cIB«-r § I B1t¥« k , 
f 5 ttflB 9 W -tr > X * a 5 i&tr HX 9 ii» ¥S k » 

©Srfil*. § c k*WfRk-r 6 {clBSOtf $sws 
«r 3 > r- > -y * IBH-T « f Bte¥© k , 
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3>fyys*icsst l43>fv . y | DlcWBt5:j> 

tW35^ -tr ^XSrfEtTT 5 9 Y -fe ^XfESXiry y i: , 
Jfflp >t- > yojMEWttllWBfl 'x MiEy^-fe>XJr3« 

fc-T 5 JpJ^x t- y y k s 

wiEa^^sfc <t t> a^ * nfc 3 > ^ > y 7 s - * ^aj* 

mm? If £ 3 >-r >y OMESttlf^fc Hf **tt*lE 
BuiE^^-feVX^IEfi-r^^-f'-tr^XfEtiXxy yt, 

«M2WS#S*»MIS3 >f >y OttiEK&lft &tf gg^ 
-f -fe >X OMf£ftfl:«»re-r i: L fc c t te»-3V 

k, 

MfE3>x>y^IEti-rS3>'x>ylE«Xxyyk, 



f Uffl T?* S 3 >x >y OMIESttlf *teWr 3&ft*fE 
-Y -tr >X ^fEtTf 3 -fe > XfE«X f- y 7 1 , 

T> MlE3>x>ycoMfE^{t3>'^>yx-^^ 

■y A««tt*s« nfc yti h.wmfo a 

CfflJE^f^gS] 0 0 0 8 
CO 0 0 8] 

>y *ie«-ts3 ^^Hifist fjffli?* * 3 > 

%^tf7^-b>X^©-r«^^-tr^xS«#©k. It 

aSH^txT^^^^-trVX^B^g-gt:^^^^^^ 
WftT «¥U^^© x MIE¥!JS¥S^tfjlE3 vr >y © 
WEMtt W8*«SK^ -fe ^x OIMft^iftt i: fU 

B^*iIE3] 

CffllE^^g^] 0 0 11 

[0 0 1 1] WEKttfltgttUa-K^}^ 7-7-47, 
C#^«IE4 3 

V&JEtt&EgZl 0 0 16 

[0016] *&®<ommm*mt. vmt=i>T> 
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ttflWBte H-T § &#*f B® L fc Jlttftft «r&tr 7 -T * V 

[¥M*iIE5] 
MiEtt*«H«] B£ffl# 
CMiEM*9(§«] 0 0 17 
[«IE#i£] 

COO 1 7] $SliO^D^7Att> flKWtaV^W 
9»- * KttWB a V t- > y * a > x 

PWCIItt1IMBy a ^ -b y XtBitX f: y T^flHi 
tc«fc DIBtjgftfc^-r •bVX OjBttjfeft%»fe-r»g» 

tB * X x y 7* i: £ =i V a - Z » c HfJ 2 •£ « ^ o f=y A 
[#&*SiE6] 

mmM&mBzi oois 

[0 0 18] *»IR(0yD Att«««!fc«««nT 

t ^ >7->y ^ yfvyss^f y :/ 

i:, MfB3>'-r>'>y^fBtS-ri.a>'-r>'^IB1iX7 L y7 B 

VXfEteX-ryT'fc, iS3>f>7 OMCflttlMI 
ft V ij^B7^>XIB«X7"y:/©&glc<fc9fB1ggft 



Xr-vZft. MIB¥iJ^®A n M!Bn>-rV^<DSfif3S14 
fca^>T. hOIB3 >fyy ©WIBBg#{tn >-r v*y 

a^*nfc3>7 % >y9 , -**fflA"r*a*^7 % yyi: 

[ffilEfcfSWS*] BJiaw 
MjE*MHIS«] 0 0 7 8 

[0 0 7 8] X7V^S4 4fc^T, ^"tVXJiS 

7°S 4 5{CfeV>T, ^-f-bVX^M^f^nfcti^, Xf 
y / S 4 5 tcjg»x CPU 2 Hi. 3>f/y©^";^ 

ft s «?*«&t;7 -fe fc-sr* n « s?s« * 

4 6tc&&. CPU 2 1 it. Bg^t^ftT^&nv-r 
>'y7*-#«l2*»2 8fr&R»tiJU RAM 2 3tC^*fi 

fLT, X-ry^S 4 7 fCfe^T. CPU 2 1 
tt, RAM 2 SfcfBISSftfcBg^ft^ny*©-/*— ^«r, 
0 5 ©7*—*fc:BBB£ftT<^«Bg4§{fc:/D y *J*ffi-p, 

BS^<ba^»2 4tetttau are****. 

[^ttffiE8] 
MjEtt*M&] BJi*fi» 
C«iE»*5li*] 0 08 0 

[0 0 8 0] Bl 9 75501 l ^T^7^7yhtf7 

[«jE^*S««] B^«i» 
HiiBMUBB*] 0 0 9 1 
[«jE^S*] 

[0 0 9 1] Bl 2Q7P- — h£#i%bT, §9 
JjSBl l tcfetj" 45^* ^XfgfTflagof^fflSrl^-f 

(Om&H. v-t-kZ/XV— /<4<D»J«fcbTfe5lffl?ft 

[^SMjEI 0] 
[*IIE#§ie£i£] B^iffl» 
MiE»*9II*] 0 10 8 

[0 10 8] Bl 5<Dm-Vl±. tV— hS— F^&8SS 
CD/— 1 -0<DS— Kfc, ^SSWO^X-rA^ 

»J5Sft*o C©y-FJ:»)«6tT©PtJi©2 4JRO 



-17- 



(18) 



9tHB2 003-1 74443 



So CfttCfctK S$l 6p(^f (=2^=^)1 6 07J) <D 
<0 3 2m<Dmmic£r)^ %3 4#X (=2ii=i^4 0^) 
— ncft/S-rs^-ftV DNK (Device Node Key) ^Htfjg 
t^ttlE 1 1 ] 

iffiiEttmwm&i mm 
immnmms^ ®4 

[0 4] 



No 



Yes 



»T\ S21 



S22 



T 



I 



■ 4 



S23 



S24 



S25 



S26 
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